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Abstract

MANET (Mobile Ad Hoc Networks) are wireless networks formed
spontaneously between certain devices such as computers, sensors, mobile
phones and others. Because these devices are mobile, they have the fol-
lowing limitations: limited resources (battery, memory, processing power)
and doesn’t have a central routing device (router) and so each node must
ensure also this function. In addition, the network structure changes
dynamically as needed. Because of these characteristics, the ad-hoc net-
works raise many security issues. In this paper we will review some of
these problems and we will present some methods to improve their secu-
rity. We will focus on the solutions that involve threshold cryptography,
which is suitable to redundantly fragment the message into multiple parts.
Threshold cryptography is already used in computer networks to provide
security in terms of availability, confidentiality, and secure key or data
distribution, but we will investigate what makes it difficult to implement
it in MANET.

Keywords: MANET, security, network, wireless, threshold, cryp-
tography.
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1. Introduction

MANET is a system of wireless mobile nodes that dynamically self-

organizes in arbitrary and temporary network topologies. In the mobile ad
hoc network, nodes can directly communicate with all the other nodes within
their radio ranges; whereas nodes that are not in the direct communication
range use intermediate node(s) to communicate with each other. [1]
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Because MANETS require minimal configuration and quick deployment
so they are suitable for emerging situations (natural disasters), military con-
flicts, emergency medical situations and many others.

The security design of such networks represents a challenge due to their
unique characteristics: open peer to peer architecture, shared wireless medium,
strict resource constraints and dynamic network topology. [2]

External vulnerabilities like eavesdropping and dynamic network and
internal constraints like limited computational and storage capabilities pose
challenges in implementing a secure ad hoc network. Hence, basic security
requirements of MANET are availability, authentication, integrity, confiden-
tiality, authorization and trust management.

In this paper we will present the main security issues related to the ad-
hoc networks routing protocols and some proposed methods to improve their
security, especially using threshold cryptography.

The rest of the paper is organized as follows. In Section 2, we present
the common attacks that can be performed in MANET. Section 3 describes
the concept of threshold cryptography then in Section 4 we will discuss some
proposed methods which can be used to prevent security attacks. Finally, well
present our conclusions.

2. Security issues

MANETS have different characteristics than a usual network, including;:
weak security, dynamic topology, battery life, device size limitation, low mem-
ory and processing power, bandwidth constrained, slower data transfer rate [2].
Due to these characteristics, MANET'Ss are generally more prone to physical
security threats than wired networks. Existing link-level security techniques
are often applied within wireless networks to reduce these threats [3].

MANET are exposed to a long range of attacks (passive eavesdropping,
active impersonation, message reply, message distortion) due to the use of
wireless links. Also adhoc networks should have a distributed architecture
with no central entities in order to achieve high survivability.

The common attacks encountered in MANET networks are:

e active attacks

e wormbhole

e blackhole

e spoofing

e denial of service (DoS)
e Sybil

e colluding misrelay

e passive attacks

e cavesdropping

e traffic analysis
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It is beyond the scope of this paper to present all these attacks, but there
are many papers that presents them. A good overview about wormhole attack
can be found in [4], spoofing, blackhole, colluding misrelay attacks are well
described in [5], Sybil and DoS are presented in [6] and the passive attacks are
well presented in [7].

3. Threshold cryptography

Threshold cryptography (TC) involves sharing of a key by multiple indi-
viduals called shareholders engaged in encryption or decryption. The objec-
tive is to have distributed architecture in a hostile environment. Other than
sharing keys or working in distributed manner, TC can be implemented to re-
dundantly split the message into n pieces such that with t or more pieces the
original message can be recovered. This ensures secure message transmission
between two nodes over n multiple paths [8].

The strongest reason for using this mechanism over straightforward en-
cryption is that a secret might need to be available to users that can only
provide a certificate authorizing access to a file or service, and the primary
encryption isn’t against any key with which individuals share long-term ac-
cess (there is no shared key). Key distribution is a difficult problem, doubly
so when you won’t trust that any one key distribution server hasn’t been com-
promised; TC is one of the more elegant answers to that particular problem.

Threshold schemes generally involve key generation, encryption, share
generation, share verification, and share combining algorithms. Share genera-
tion, for data confidentiality and integrity, is the basic requirement of any TC
scheme. Threshold models can be broadly divided into single secret sharing
threshold e.g. Shamirs t-out-of-n scheme based on Lagrange’s interpolation
and threshold sharing functions e.g. geometric based threshold [9].

These schemes are being used to implement threshold variants of RSA, El
Gamal, and Diffie-Hellman cryptographic algorithms that meet the following
property named homomorphism:

E(x +y) = E(x) * E(y). (1)

Key Management Service K /F

server 1 server 2 server n

Figure 1. The configuration of a key management service

An (n,t + 1) threshold cryptography scheme allows n parties to share
the ability to perform a cryptographic operation (e.g., creating a digital sig-
nature), so that any ¢ + 1 parties can perform this operation jointly, whereas
it is infeasible for at most t parties to do so, even by collusion.
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In our case, the n servers of the key management service share the ability
to sign certificates. For the service to tolerate ¢ compromised servers, we
employ an (n,t+ 1) threshold cryptography scheme and divide the private key
k of the service into n shares (s1, s2, ..., S, ), assigning one share to each server.
We call (s1, $2, ..., 8,) an (n,t + 1) sharing of k [10].

Figure 1 illustrates how the service is configured.

For the service to sign a certificate, each server generates a partial sig-
nature for the certificate using its private key share and submits the partial
signature to a combiner. With ¢ + 1 correct partial signatures, the combiner
is able to compute the signature for the certificate. However, compromised
servers (there are at most ¢t of them) cannot generate correctly signed certifi-
cates by themselves, because they can generate at most ¢ partial signatures.

Figure 2 shows how servers generate a signature using a (3,2) threshold
signature scheme.

Threshold Signature K /&
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Figure 2. Threshold signature given a service consisting of 3 servers

Implementing TC in MANETS is a challenging task due especially to its
mobility of nodes, distributed nature and constrained resources. In the next
section we will see how can it be implemented in MANET.

TC has many applications in MANET, like coordinating efforts of mili-
tary attacks using wireless devices in the battlefield or in disaster-struck area,
wireless connectivity of various home appliances, and establishing communi-
cation among laptops, PDAs and other wireless devices at conferences.

4. Security Solutions

We will focus on solutions that doesn’t assume that MANETSs can use a
trusted certificate authorization and key distribution system. These conditions
are not very easy to be satisfied, especially due to some constrains of MANET':
limited processing power and battery.

A first solution was proposed by Zhou and Haas [10] who have suggested
using threshold cryptography to secure mobile ad hoc networks. Their idea
was to distribute trust among the nodes of the network such that no less than
a certain threshold of nodes are trusted.
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In this scope they proposed a distributed certification authority (CA)
[11] which issues certificates to the nodes joining the network. Certificates en-
able the nodes to communicate with each other in a secure and authenticated
manner.

Proactive schemes [12] are proposed as a countermeasure to mobile ad-
versaries.

A proactive threshold cryptography scheme uses share refreshing, which

enables servers to compute new shares from old ones, in collaboration, without
disclosing the service private key to any server. The new shares constitute a
new (n,t + 1) sharing of the service private key. After refreshing, servers
remove the old shares and use the new ones to generate partial signatures.
Because the new shares are independent of the old ones, the adversary cannot
combine old shares with new shares to recover the private key of the service.
Thus, the adversary is challenged to compromise ¢+ 1 servers between periodic
refreshing.
Share refreshing relies on the following homomorphic property. If (s, si,
..., sL) is an (n,t + 1) sharing of k; and (s?,s3,...,52) is an (n,t + 1) sharing
of ko then (s} + s%,s3 +53,...,sL +52) is an (n,t + 1) sharing of k1 + ko. If ko
is 0, then we get a new (n,t + 1) sharing of k.

Given n servers, let (s1, 2, ..., $,) be an (n,t + 1) sharing of the private
key k of the service, with server ¢ having s;. Assuming all servers are correct,
share refreshing proceeds as follows: first, each server randomly generates
(Si1,8i2 -, Sin), an (n,t + 1) sharing of 0. We call these newly generated s;;’s
subshares. Then, every subshare s;; is distributed to server j through a secure
link. When server j gets the subshares (s1j, s25, ..., $pj), it can compute a new
share from these subshares and its old share:

n
5; = 8j + Zsij. (2)
=1

Figure 3 illustrates a share refreshing process.
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Figure 3. Share refreshing

43



In [13], a robust threshold DSS (Digital Signature Standard) scheme
is proposed. The process of computing a signature from partial signatures
is essentially an interpolation. The authors use the Berlekamp and Welch
decoder, so that the interpolation still yields a correct signature despite a
small portion (fewer than one fourth) of partial signatures being missing or
incorrect.

Another scheme is porposed in [8]. The authors proposed a RSA-TC
model that uses Lagrange interpolation and polynomial generation to generate
the partial keys f(x;). They also proposed an extended model by applying
the Fermat theorem, as it is shown below.

Given a prime p, let a be a positive integer number not divisible by p,
then

a1V = 1modp (3)

Applying the Fermat theorem to RSA modulus N, we get:
aP @) = 1mod (px g)ie.a™ = 1mod N. (4)
To get partial messages (C;), it should be computed like:
C; = MIf(xi)mod (N, mod ¢(N)] mod(N). (5)

From Fermat theorem we have:
f(w) w5 < B(N). (6)
From the formulas (5) and (6), we have:
C =nNC; mod N, wherei = 0...t. (7)

The shareholders only apply f(z;) to the message and forward these
partial signatures C; along with the x; values to the receiver. After receiving
t or more C; the receiver selects t C;s for recovery of C. The receiver encrypts
x; values using the sender’s public key e, and sends it to the sender via more
than one route. The sender calculates respective x; values using Lagrange
interpolation over mod N and sends them back to the receiver. The receiver
then applies these a:; values to the respective partial signatures and combines
the results to recover the final C. It then computes C¢ mod N to recover the
final message M for verification.

5. Conclustons

In this paper, we have analyzed the security threats an ad hoc network
faces and presented the security objectives that need to be achieved. We focued
on security solutions that use threshold cryptographic solution, because it is
suitable for distributed architectures in a hostile environment and does not
require excessive computational resources. In the future we would like to
present some performance tests based on a improved RSA-TC model.
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